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Bandwidth Division for Packet Processing 

TECHNICAL FIELD 

This invention relates generally to data routing systems, and more particularly to a 
method and apparatus for forwarding data packets to processors. 

BACKGROUND 

A data packet is a variable size unit of communication in a network. A router is a 
switching device that receives packets containing data or control information on one port, 
and based on destination or other information contained within the packet, routes the packet 
out another port to the destination (or intermediary destination). 

Conventional routers perform this switching function by evaluating header 
information contained within a first data block in the packet in order to determine the proper 
output port for a particular packet. 

Referring now to FIG. la, one type of conventional router includes a plurality of 
input ports 2 each including an input buffer (memory) 4, a switching device 6 and a plurality 
of output ports 8. Data packets received at an input port 2 are stored at least temporarily in 
input buffer 4 while destination information associated with each packet is decoded to 
determine the appropriate switching through the switching device 6. 

Another type of conventional router is referred to as a "non-blocking" router. 
Referring now to FIG. lb, a conventional "non-blocking" router includes a plurality of input 
ports 2 each including an input buffer (memory) 4, a switching device 6 and a plurality of 
output ports 8 each having an output buffer (memory) 9. In order to avoid blocking 
conditions, each output port 8 is configured to include an output buffer 9. Each output port 
can simultaneously be outputting packets as well as receiving new packets for output at a 
later time. Typically the output buffer 9 is sized to be sufficiently large, such that no data 
packets are dropped. 

Conventional routers, including the routers of FIGS, la and lb, include buffers that 
are sized to support a particular bandwidth (B). If the input bandwidth is too high, the router 
will drop data. The amount of input bandwidth is dependent on a number of factors 
including: the line input rate, the speed of the look-up process, and the blocking 
characteristics for the switching device. Input bandwidth also relates to the processing power 
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determines that a plurality of packet processors have an identical, lowest bandwidth 
consumption, the controller may use a random selector, transferring the data packet randomly 
(using for example a Linear Feedback Shift Register function) to one of the plurality packet 
processors having the lowest bandwidth consumption. In another aspect, the invention 
provides a router, which in turn comprises: a plurality of bandwidth dividers for receiving a 
first set of input streams and providing a first set of output streams; a plurality of packet 
processors for receiving the first set of output streams from the bandwidth dividers and 
providing a second set of input streams; a plurality of counters for monitoring the flow of 
data from the bandwidth dividers to the packet processors; a controller for monitoring the 
counters and allocating the streams of data between the packet processors; and a plurality of 
cross-bars for receiving the second set of input streams from the packet processors, 
multiplexing the second set of input streams, and providing a second set of output streams. 

In another aspect, the invention provides a method of directing data packets to a 
plurality of packet processors. The method comprises the steps of: monitoring the 
bandwidth consumed by the packet processors; determining, based on the bandwidth 
consumed by the packet processors, which packet processor has consumed the least amount 
of bandwidth; and allocating a next data packet to the packet processor which has consumed 
the least amount of bandwidth. 

Aspects of the invention include one or more of the following features. The method 
of directing data packets may include the step of incrementing counters to track the 
bandwidth consumed by the packet processors, wherein such step may include incrementing 
one counter for each input and output pair to track the bandwidth consumed by the packet 
processors. The determining step may include (1) comparing the counters to ascertain the 
counter with the lowest value and/or (2) determining if two or more counters have the 
identical, lowest value; and if two or more counters have the identical, lowest value, 
allocating the data packet randomly as between the packets with the identical, lowest value. 
The method may include decrementing the counters over time, using for example a half-life 
decay function. The method may also include the step of normalizing the counters, for 
example by subtracting the value of the lowest counter from all counter values. 

Aspects of the invention may include one or more of the following advantages. A 
system is provided for processing B*N amount of bandwidth in a single router without 
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altering the size of the packet processors, where a packet processor is a receiver and 
processor of data packets. Each packet processor can be of the form of a packet forwarding 
engine ("PFE"). A PFE is a routing core with delay bandwidth memory and a route lookup 
function. 

A distributed system is provided where each bandwidth divider runs the same 
algorithm. As such, the bandwidth consumed by the packet processors is balanced. Because 
the system is distributed and is not controlled by a centralized controller, the system is more 
scalable and is more fault tolerant (i.e., a failure of any given bandwidth divider will only 
affect the input streams directly connected to that bandwidth divider). 

The invention allows multiple packet processors to be seamlessly integrated into a 
system such that they perform the function of a single router. The invention supports the 
interconnection of multiple packet processors, increasing system bandwidth without 
expending resources to develop a new router or incurring the risks associated with designing 
and developing a higher capacity router. The invention allows a designer to build a system 
that supports N times the bandwidth of a single packet processor by using numerous 
currently existing packet processors combined with a single bandwidth divider. 

The invention further allows for all the benefits of a common pool of memory to be 
achieved while maintaining a queue organization that does not exhibit head-of-line (HOL) 
blocking problems, i.e., the condition defined by the inability to send a packet which is ready 
for transmission because the device is waiting for another packet to become ready for 
transmission. 

The details of one or more implementations of the invention are set forth in the 
accompanying drawings and the description below. Other features, objects, and advantages 
of the invention will be apparent from the description and drawings, and from the claims. 

DESCRIPTION OF DRAWINGS 

FIGS / la and 16 are block diagrams of conventional router devices. 
FIG. j/is a schematic block diagram of an implementation of a data routing system. 
FIG. Ufis a flow chart illustrating the flow of data through the data routing system. 
FIG.^/illustrates a graphical representation of a half-life function. 
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FIG. 3>A schematic block diagram of a bandwidth divider according to one 
^x^^Aa of the present invention, connected to four high speed switching devices and 

eight output crossbars. 

FIG^rlTa flow chart indicating the steps performed by a bandwidth divider of FIG 

5 la. 

FIG^is a flow chart indicating the steps performed by an 10 counter of FIG la. 
FIGS.>rand^Hre flow charts indicating the functions performed by a controller of 

FIG la. 

Like reference symbols in the various drawings indicate like elements. 



DETAILED DESCRIPTION 

Referring to FIG. la, data routing system 100 includes a bandwidth divider (BD) 200 
for spraying packets amongst a plurality of packet processors, 210-213. In one 
implementation, BD 200 includes a plurality of bandwidth divider integrated circuits 
(bandwidth divider chips BD0-BD7), 201-208, each of which include a controller 240-0 to 
240-7 and an IO counter 230-0 to 230-7. Bandwidth divider chip BD0, 201, is connected to 
input port 0 of each of packet processors (210-213). Similarly, bandwidth divider chip BDl 
202 is connected to input port 1 of each of packet processors 0-4 (210-213). Bandwidth 
divider chips BD2-BD7 (203-208) are similarly connected. The input to each bandwidth 
divider chip (BD0-BD7), 201-208, is received by and stored in BD input queues 235-0 to 
235-7. In one implementation, the BD input queues 235-0 to 235-7 buffer the data packets 
until they have been completely received and until a decision is made as to where to route the 
packets. In this implementation, the BD chips 201-208 act as store-and-forward devices, i.e. 
the BD chips 201-208 will store a whole packet before routing that packet to a packet 
processor. Packet length is determined when the end of a packet is received. As such, the 
decision about where a packet is to be sent is made after the whole packet has been received. 
One advantage of the BD 200 being a store-and-forward device is that by postponing a 
forwarding decision until the packet length is known, the load is optimally balanced amongst 
the packet processors. In one implementation, the memory in a BD chip 201-208 is sized to 
hold a maximum sized packet in all of its BD input queues, 235-0 to 235-7. 
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In one implementation separate queues are maintained for each input stream/packet 
processor pair, e.g. if the number of input streams is 16 and the number of packet processors 
to which the BD chip 201-208 is connected is 4, the total number of queues will be 64. This 
configuration eliminates HOL blocking. 

When a packet has been received in its entirety, the packet is assigned to a queue in 
the BD 200 based on its input stream and packet processor destination, e.g. all packets from 
stream 3, which are routed to packet processor 0, 210, are routed to the same queue. Thus, in 
one implementation, the minimum total memory size will be: (Number of queues) * MTU, 
where MTU is the maximum transfer unit defined as the maximum packet size plus some 
smaller amount of extra storage proportional to the delay associated with starting to send a 
packet after the packet has been received in its entirety. 

Since input streams can be of varying speeds, in one implementation it would be 
efficient to have a common pool of memory for all data, rather than dedicated memory for 
each queue. A common pool of memory means that any data cell in memory can be used by 
any input stream. Since the total bandwidth of all input streams combined is fixed, this 
allows the BD 200 to allocate memory in the common memory pool based on the actual 
speed of the stream rather than the worst case maximum (which would be one stream using 
all of the input bandwidth). 

Thus, the common memory pool can be organized as fixed sized data quantities (32 
bytes per cell) and queues can be organized as linked lists of data. In a linked list each data 
cell includes the address or pointer to the next data cell of the queue associated with the 
packet such that, when the packet is read out of memory, the reader knows the location of the 
next data cell. 

One problem with making a forwarding decision after the entire packet has been 
received is that the BD 200 does not know to which queue a packet is assigned until after the 
packet has been received. In one implementation, the BD 200 solves this problem without 
using extra memory. In one implementation, the global memory is organized into cells, each 
of which can hold 32-bytes of data and each of which stores a pointer to the next cell. A 
packet (which is typically greater than 32 bytes) may occupy multiple cells that are linked as 
described above. Each queue consists of a linked list of packets that are linked together. The 
linked lists of the packets in the queue create a consecutive linked list. At the time that a 
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When the packet has been entirely received, the BD makes a decision as to which queue (i.e., 
as to which packet processor) the packet should be assigned. The BD then takes the saved 
address of the firs. cel. of the packet and writes the saved address into the link information 
field of the last cell of the last packet of the appropriate queue. The packet is then hnked to 
the queue and the packet reader follows the linked list of the queue. Referring agaut to FIG. 
la controllers 240-0 to 240-7 read data from the BD input queues 235-0 to 235-7. Withm 
each bandwidth divider chip 201-208, each controller, 240-0 to 240-7, is connected to an 10 
eounter 230-0 to 230-7. The 10 counter 230-0 to 230-7 includes an array of counters and a 
counter controller 231-0 to 231-7. In one implementation, the number of counters can be 
equal to the number of input streams to the BD chips 201-208 multiplied by the number of 
packet processors. In the configuration shown where BDO includes 8 input streams and four 
packet pressors, 10 counter 230 includes an array of 32 counter, The counter controllers 
231-0 to 231-7 monitor each stream of data. Each counter's count reflects the flow of data 
between the respective BD chip data stream and a packet processor. For example, the first 
counter in IO counter 230-0 tracks the flow of data from the first stream into BDO, 201, to 
packet processor 0, 210, and the last counter in IO counter 230-7 tracks the flow of data from 
the last stream in BD7, 208, to packet processor 3, 213. 

In one implementation, the size of each counter is slightly larger than the largest 
packet potentially sen, to any BD chip 201-208. For example, the size of each counter could 
be chosen to be log, (MTUM) bits, where MTU is the maximum transfer unit defined above. 
This counter size provides a comfortable margin for the transfer of packets through the 
system. 

IO counters 230-1 to 230-7 and controllers 240-1 to 240-7 are interconnected 
allowing controllers 240-0 to 240-7 to read and manipulate the counters. 

FIG 26 illustrates the flow of data. Bandwidth divider 200 receives data packets into 
the BD input queues 235-0 to 235-7 (255). When each packet is ready for transmission 
(260) the bandwidth divider chip 201-208 receiving the data packet sends a data packet 
ready signal to its respective controller 240-0 to 240-7 (265). The controller 240-0 to 240-7 
reads the values of the counters in the respective IO counter 230-0 to 230-7, (270) and 
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determines which packet processor has the lowest counter value (indicating that the packet 
processor associated with that counter has consumed the least amount of bandwidth) (275). 
The controller 240-0 to 240-7 then allocates the data packet to the packet processor with the 

lowest counter value (280). 

After the data packet is allocated, two events occur (in no particular order). First, the 
data packet length is read by the 10 counter's counter controller 231-0 to 231-7 (285). The 
appropriate counter is incremented by the length of the data packet (measured in bytes) 
(290). Second, the data packet is transferred to the packet processor to which the data packet 
was allocated (295). 

In one implementation, the counters are then decremented using a decrement engine 
employing a decay function. This decrementation is performed to ensure that the counters 
approximately reflect the amount of bandwidth currently being processed by the packet 

processors. 

For example, consider a large sized packet (X bytes) sent to a first packet processor 
by BDO, 201, a long time ago, such that the packet has already been forwarded out of the 
packet processor. If IO counter 230-0 was not adjusted to reflect the bandwidth currently 
being processed by the packet processors, packet processor 0 would appear more loaded than 
the other packet processors. Now, suppose a burst of minimum sized packets is received by 
the bandwidth divider. If the packet processor 0 counter was not adjusted, the BD 200 would 
not send any of the new packets to the first packet processor until the number of bytes 
received by the other packet processors reached the number of bytes originally received and . 
processed by the first packet processor (i.e., X bytes). This would mean that only N-l packet 
processors would be available to absorb the burst of small packets. The load on the packet 
processors would not actually be balanced, resulting in performance degradation of the 
25 system. 

When the first packet processor is out of parity with the others, undesirable packet 
reordering can occur once the packet processors achieve parity. Those packet processors 
most recently used, 211-213 in this example, will behave sluggishly compared to the first 
packet processor 210. Although any type of decay function can be used, one decay function 
3Q is a half-life function shown in FIG. 2c. The half-life function is defined mathematically by: 
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where T m is the half life, In is the natural logarithm, and X is the decay constant. The half- 
life function approximates a decay in which, over each period of time T 1/2 , the number of 
bytes in a counter decreases by half. In a second time interval T 1/2 , the bandwidth again 
decreases by half, such that the number of bytes remaining after successive intervals is 1/2, 
1/4, 1/8, and so forth. The decay constant, X, which dictates the rate of decay, can be chosen 
based on the properties of the packet processors. The decay constant can be implemented in 
the 10 counters 230-0 to 230-7 using a programmable register. 

The value of the half-life interval, T 1/2 , can be proportional to the delay through a 
PFE. A decay constant should be selected that is not so small that information regarding the 
state of the packet processors or PFE is lost too quickly. Similarly, the decay constant should 
not be so large as to eviscerate the role of the decay function. 

In another implementation, the counters are normalized using a normalization engine 
by subtracting the lowest counter value from all counter values such that the lowest counter 
value is zero. Normalizing prevents wrap around errors, i.e., errors that occur when a counter 
reaches its maximum value and "wraps around" to 0. Comparisons between counters can 
still be made even if the counters are allowed to wrap-around. A comparison routine would, 
however, need to compensate for the wrap arounds. 

The implementation of FIG. 2a operates to balance theJoad;between the various 
packet processors. For example, in a system with two packet processors, if the first packet 
processor receives a large packet, the next few smaller pack etsjge fojwa^^ 
packet processor. 

f7g. 3 illustrates the bandwidth divider 200 of FIG. 2a connected to four PFEs, 20-0 
to 20-3, which in turn are connected to output crossbars X°-X 7 , 320-327. The bandwidth 
divider 200 operates in the same manner as described with respect to FIG. 2a. 

The output ports 0-7 of each of the PFEs, 20-0 to 20-3, are connected to the 
respective output crossbars X°-X 7 , 320-327 (such that each PFE output port 0 is connected to 
output crossbar X° 320, each output port 1 is connected to X 1 321, and so forth). The output 
crossbars send data out in the order in which the crossbars receive the data (typically using a 
First In, First Out ("FIFO") system). 

FIG. 4 is a flow chart illustrating the steps performed by the bandwidth divider chips, 
201-208. A BD chip 201-208 receives a data packet as an input (401). The BD chip 201-208 



then sends a "data packet ready" signal to their respective controller 240-0 to 240-7 (403). 
At this stage 3 the BD chip is in a state of stasis until it receives a signal back from the 
controller 240-0 to 240-7. After a certain period of time, i.e. after the controllers 240-0 to 
240-7 allocate jhe jiata Racket, the BD chip receives a command from the controller to 

5 transfer the data packet to a certain one of the packet processors 210-213 (404). The BD chip 
then transfers the data packet as instructed (405). 

FIG. 5 is a flow chart illustrating the operation of the IO counters 230-0 to 230-7. 
Once controller 240-0 to 240-7 allocates the data packet to a certain one of the packet 
processors 210-213, the size of the data packet is determined and stored in the appropriate 

10 one of the counters in IO counter 230-0 to 230-7. The appropriate one of the counters in IO 
counter 230 receives the data packet length of the data packet being forwarded from a certain 
input to a certain output (packet processor) (501) and adds the length of the data packet to the 
value of the counter (502). 

FIGS. 6a and 6b are flow diagrams indicating the functions performed by the 

15 controllers 240-0 to 240-7. The controller process begins upon receipt of a "data packet 
ready" indication (601). The controller 240- Oto 240-7 then an alyzesj^pp 
counter 230-0 to 230-7 to determine which packet processor has the lowest counter reading 
(602). This analysis includes the steps of reading each counter within the appropriate IO 
counter 230-0 to 230-7 (FIG. 6b, 608); and comparing each counter value to determine which 

20 counters (and hence packet processors) has/have the lowest counter value/ bandwidth rating 
(FIG. 6b, 609). Once the analysis is complete, the controller 240-0 to 240-7 determines if 
two or more packet processors (or counters) have identical counter values (603). If they do 
not, and there is a counter with a single lowest value, then the controller allocates the data 
packet to that packet processor (604). Allocation includes sending a response back to the BD 

25 chip indicating the processor to which the packet has been allocated. 

If two or more counters have the identical lowest value (which will be zero if the 
counters have been normalized), and a decay function is being utilized, then either it has been 
a long time since data packets were sent to the packet processors, or two or more packet 
processors have the same load. In either event, it is important to ensure an even distribution 

30 of packets among the packet processors. Sending every packet when a tie arises to the same 
packet processor would effect the output queue distribution of the packet processor. Thus, 
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regardless of whether a decay function is used, to keep a random distribution of packets, the 
controller allocates the data packet to one of the packet processors with the low/zero value in 
a random fashion (605) using a random selector. In one implementation, a Linear Feedback 
Shift Register ("LFSR") random routine is used to allocate the packet randomly. 

5 Once the data packet has been allocated to the appropriate one of the packet 

processors 210-213, in some implementations, the counters are updated (610). The process 
of updating can include decrementing the counter using a decrement engine, so as to track the 
current bandwidth of each packet processor. In one implementation each counter is 
decremented in accordance with its allocated bandwidth. One such updating process utilizes 

10 a half-life decay function to approximate the portion of the bandwidth currently used by each 
packet processor. 

After the data packet has been allocated to the appropriate one of the packet 
processors 210-213, the controller 240-0 to 240-7 updates the IO counter 230-0 to 230-7 to 
reflect the bandwidth consumed by the data processor that received the data packet (611). 

15 In some implementations, the counters are then normalized (612). In one such 

implementation, the counter with the lowest value is reset to zero. All other counters are 
adjusted downward by the same amount that the lowest counter was adjusted downward (so 
that the differences between the counter readings remains unchanged). 

The implementations as described allow several options for scaling the system. 

20 Assuming that the processing power of a packet processor is a fixed number, then the system 
can be scaled by either increasing the number of packet processors 210-213 without changing 
the architecture of the bandwidth divider 200 or number of bandwidth divider chips 201-208, 
or by increasing the number of packet processors and modifying the architecture of the 
bandwidth divider 200 (by increasing the number of bandwidth divider chips 201-208) such 

25 that each bandwidth divider chip 201-208 receives a single stream of data. Scaling using the 
former option can be realized by increasing the memory and number of pins in each BD chip 
201-208. Scaling using the latter option can be realized by increasing the number of 
bandwidth divider chips 201-208 by the number of streams that were previously received by 
each bandwidth divider chip 201-208. Using this scaling technique, the bandwidth capacity 

30 of the system can be increased by a factor equal to the number of streams previously received 
by the bandwidth divider chips 201-208, while maintaining the same memory and pin count 
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for each bandwidth divider chip 201-208. Either means of scalability allows for infinite 
scalability, limited only by potential memory and pin count restrictions. 

A number of implementations of the invention have been described. Nevertheless, it 
will be understood that various modifications may be made without departing from the spirit 
and scope of the invention. For example, although the system has been illustrated as 
including a number of separate components — bandwidth dividers, controller and counters — 
the system can be implemented with varying hardware without departing from the scope of 
the invention. Although the flow diagrams depicted in FIGS. 4, 5, 6a and 6 b assume the use 
of three separate components, more or less components may be used to perform the same 
functions. Furthermore, although the counters may be described as incrementing or 
decrementing to perform a particular function, any function can be implemented by either a 
decrementing or incrementing routine. Lastly, the order of the steps illustrated in FIGS. 4, 5, 
6a and 6b, as well as the order illustrated in this specification, is not critical to the invention. 
The steps may be performed in any logical order without departing from the scope of the 
invention. Accordingly, other implementations are within the scope of the following claims. 
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